NHOPOPMAIIMOHHAA ITAMATKA
JJIA OBYYAIOIIUXCA JJIA PASMEIIEHUA

HA OPNIUNAJIBHBIX UTHTEPHET-PECYPCAX

C KaxapIlM TOJOM MOJIOJICKM B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a NIKOJIbHUKHU
OJJHU W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeM, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOXXHOCTEW, WHTEPHET HECEeT W MpoOjeMbl. ITa
IaMsITKa JOJKHA IIOMOYb TeOe Oe30IMacHO HaXOQUThCS B CETH.

KomnbroTepHbie BUPYChI

KomnproTepHslii BUpPYC - 3TO Pa3HOBUIAHOCTh KOMIIBIOTEPHBIX IPOTPaMM,
OTJIMYUTEIBHOU 0COOCHHOCTBIO KOTOPOM SIBISIETCSI CLIOCOOHOCTh K Pa3MHOXKEHUIO.
B nomnonHeHne Kk 3TOMY, BUPYChl MOTYT NOBPEAUTH MJIU MOJTHOCTHIO YHUUTOXKUTH
BCe (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TIOJIH30BATENI0, OT UMEHH KOTOPOTO ObLiIa
3amynieHa 3apaKeHHasi mporpamMma, a TakKe MOBPEIUTh WM JaKe YHUYTOXKHUTH
OTIEpaAllMOHHYIO CHCTEMY CO BceMHu ¢aiiamu B 1eJoM. B OOJIBIIMHCTBE cilydaeB
pacrpoCTPaHsAIOTCA BUPYCHI YEPE3 UHTEPHET.

MGTOIHJI 3alIUTBI OT BPCAOHOCHBIX IIPOIrpaMM:

1. Ncnonb3yii COBpEMEHHBIE OIEPAIIMOHHBIC CHUCTEMBI, HUMEIOIIUE CEPhE3HBIN
YPOBEHb 3aIIUThI OT BPEIOHOCHBIX MTPOrpPamMM;

2. lloctosHHO ycTaHaBnuBail mnadytd (UMGPOBBIE  3alJIaTKU, KOTOPBIE
aBTOMATHUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAaOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJICHUSI CBOEW omnepanMoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opurmanpHoro  caiita paspaborumka OC. Ecnum cymiectByeT  pexum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpPE TMOJ TMpaBaMH TOJb30BaTeNid, a He
aIMUHUCTpAaTOpa. ODTO HE IMO3BOJUT OOJBUIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATILHOM KOMIIBIOTEPE;

4. Hcnonp3yl  aHTUBUPYCHBIC  MPOTPAMMHBIE  TMPOJYKTHI  W3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0as3;

5. Orpaanub (pU3NYECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Ucnonp3yil BHENTHUE HOCUTENW WH(MOpPMAINHU, Takue Kak (Jelika, AUCK WIH
(aiin u3 uHTEepHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;



7. He oTkpbiBaii KOMIbIOTEpHBIE (hailibl, MOJYYEHHbIE W3 HEHAJEKHBIX
HUCTOYHUKOB. Jlaxe Te (ailyipl, KOTOphIEe MPHUCTAT TBOK 3HAKOMBIN. Jlydie yTouHu
y HET0, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 310 He BuA Mepemayd AaHHBIX, HE TEXHOJIOTHs, a BCEro JIMIIbL OpEHI,
Mapka. Eme B 1991 rony HuaepiaHickass KOMITAaHUSI 3apeTrHCTpUpOBalia OpeH]I
"WECA", uro o6o3nagano cnoBocoueranue "Wireless Fidelity", koTopbrii
MepeBOIUTCS Kak "0ecrpoBOHAS TOYHOCTh".

Jlo Hamiero BpeMeHH Joluia Apyras a00peBuaTypa, KOTopas SBJISETCS TaKOW Ke
TexHoJoruen. Ito adbopeBuatypa "Wi-Fi". Takoe HazBaHue ObUIO TaHO C HAMEKOM
Ha CTaHAapT BeIciIel 3BykoBoW TexHuku Hi-Fi, uTo B mepeBoje o3Haudaer
"BBICOKAsi TOYHOCTB'".

Jla, OecriaTHBIA HWHTEPHET-IOCTYI B Kade, OTeIsIX W adporopTax SBISETCS
OTIIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIEepThl CUMTAIOT,
yro obmenoctynabie Wi-Fi cetn He ABISIOTCS 6€30MacHBIMHU.

CoBeTblI 10 0€30MaCHOCTH pabOTHI B 00MIEOCTYMHBIX ceTsix Wi-fi:

1. He nepenanaii cBoro inuHyto uH(opmaiuio yepes obmenoctynuasie Wi-Fi ceru.
PabGoTas B HUX, KellaTeIbHO HE BBOJUTH MAPOJU JOCTYIA, JOTHHBI M KaKHE-TO
HOMEDA;

2. Ucnionw3yit 1 0OHOBIISIA aHTUBUPYCHBIE MPOTPAMMBI M OpaHamayep. Tem cambiM
Thl 00€30MacuiIb cedsl OT 3aKaYKU BUpPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonws3oBanun Wi-Fi otkmoun @ynkuuio "OOmuil noctyn K (aitinam u
npuHTepam". JlanHas (QyHKUMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpbIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCTIONIb30BaHUs B paboTe Win yueoe;

4. He ucnone3yi nyonuunsiii WI-FI nns nmepenaun TUYHBIX NaHHBIX, HAIIPUMED
JUUISL BBIXOJIa B COIMANIBHBIC CETH WM B JIEKTPOHHYIO MTOYTY;

5. Ucnonb3y# Tosbko 3ammiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.e.
pu Habope BeO-ampeca BBOAM UMEHHO "https://";

6. B wmoOwibHOM Tenedone otkmoun QyHkiupio Tloakmouenue k  Wi-Fi
apToMarnuecku". He momyckail aBTOMAaTHMYE€CKOTO MOJKIIOYEHUS YCTPOMCTBA K
cetaM Wi-Fi 6e3 TBoero coriacusi.



ConmnajgbHbIe CeTH

CoumanbHble CETH aKTMBHO BXOJST B HaIly >KM3Hb, MHOTHE JIIOJIU PabOTalOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MHLIHAp]] YEIOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJIEH ILIaHeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHUMAIOT, YTO WH(OpPMAIHs, pa3MEIICHHAsS UMU B COIMAIBHBIX CETAX, MOXKET
ObITh HalJIcHA W HKCIOJb30BaHA KEM YTOJHO, B TOM YHUCJIE HE 0053aTeNbHO C
0JIaruMu HaMEpEHHUSIMHU.

OcCHOBHBIE COBETHI 10 0€30IMACHOCTHU B COILIUAIBHBIX CETAX:

1. Orpannub cnucok apy3ei. Y 1e0s B Apy3biX HE JIOJDKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIFOJCH;

2. 3amumiail cBOIO 4YacTHYIO ku3Hb. He ykaspiBail maposu, TenedoHbl, aapeca,
JaTy TBOETO POXACHUS M JPYTYIO JUYHYIO HHPOpMAIKIO. 3JI0YyMBIIUICHHUKA
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl U TBOU POJUTETH
IJIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amuinai CBOIO pernyTaluyio - JAEpKH €€ B YUCTOTE M 3ajaBail cebe BOIpocC:
XOTed OBl Thl, YTOOBI APYrMe TOJIL30BATEIU BHJIEIU, YTO Thl 3arpyxaeuib?
[Toxymaii, mpesxJie 4eM 4TO-TO OMyOJIUKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHILIB C JIOJAbMHU, KOTOPBIX HE 3HAEUlb, HE HCIIOJIB3YH CBOE
peasibHOE UMS U APYTYIO JUYHYI0 HUHQOpPMAIMH: UMs, MECTO KUTEJIbCTBA, MECTO
y4eObl U Mpoyee;

5. U3z0beraii pasmemienust ¢dororpaduit B MHTEepHeTe, Tlie Thl H300paKEH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTPEEIUTh TBOE MECTOTIOJIOKEHHE;

6. Ilpu perucTtpanuu B COIMAIBHONW CETH HEOOXOIUMO HCIOJB30BAaTh CIIOKHBIC
MapoJI, COCTOSAIIME U3 OYKB U IUPP U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. Jlng couuanbHOM CeTH, MOYTHI U JIPYTHX CAaUTOB HEOOXOAMMO HCIOJIH30BATh
pazHeie mapos. Torma ecid TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA MOJTy4at
JIOCTYT TOJILKO K OJJTHOMY MECTY, & HE BO BCE Cpa3y.

JIeKTPOHHBbIE I€HbIH

DNEeKTpPOHHBIE JEHBIM - O3TO OYEHb YAOOHBIM CHOCOO TIUIATEXKEW, OJIHAKO
CYLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3T ICHBIH.

9J’I€KTpOHHBIC JACHBI'HU IIOABUJINCH COBCEM HCOABHO W HMCHHO H3-3a 3TOI'O BO
MHOTHUX IOCyaAapCTBax 0 CUX IMOP HC IMPOIIHMCAHO IIPO HUX B 3aKOHAX.



B Poccum ke oHM (DYHKIIMOHHPYIOT W O HUX YXK€ MPOIKMCAHO B 3aKOHE, TIe HUX
pasaeNsgioT Ha HECKOJIbKO BHUOB - aHOHUMHBIE U HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO AaHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3pellacTcsi MPOBOIUTL OIepanuu 0e3
UACHTU(HUKAIINK TI0JIb30BATEIIsA, 4 B HCAHOHMMHBIX MICHTU(UKALINS IT0Ih30BaTEIIS
SIBIISIETCS 0053aTEILHOMN.

Taxxe crnemyer  pasnuyarh  JJEKTPOHHBIE  (HUATHBIE JCHBIU  (paBHBI
TOCY/IapCTBEHHBIM BalllOTaM) M D3JIEKTPOHHbIE HE(PHUATHBIC NEHBIH (HE pPaBHBI
rOCy/1apCTBEHHBIM BAIIOTaM).

OcCHOBHBIE COBETHI 110 0€30MacHO paboTe ¢ ANEKTPOHHBIMU JACHbIaMU:

1. IlpuBspku K cueTy MOOWIBbHBIN Tene@oH. DTO camblii yAOOHBIA M OBICTPHIN
Croco0 BOCCTAaHOBUTH AOCTYyN K cuery. lIpuBsizanHbll TenedoH MOMONKET, €CIH
3a0yJenib CBOM IUIATEXXHBIM MMaposib WM 3aijielllb Ha CaWT C HE3HaKOMOTO
YCTPOMCTBA;

2. Hcnonb3yil oaHopa3zoBble maposu. Ilocine mepexoga Ha  YCHICHHYRO
aBTOpM3aIMio Tebe yke He OylIeT yrpokaTh OMACHOCTh KpakKH WJIM IepexBaTa
IJIATEKHOTO MapOJIs;

3. Beibepu cioxxHblid napoib. [IpecTynHukam OyaeT He MPOCTO yraaTh CIOMXKHBIN
naposb. HanexxHele naponu - 3To maposid, KOTOpbIE COAEpKAT HE MEHee 8 3HAKOB
U BKJIIOYAIOT B ce0sl CTPOYHbIE M MPOMUCHBIE OYKBBI, LUQPPBI U HECKOJIBKO
CHUMBOJIOB, TaKM€ Kak 3HaK Jojulapa, (pyHTa, BOCKJIMLATENbHBIA 3HAK M T.II.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPHIM HE IOBEPSIEIIb.

JJIeKTPOHHAA MOYTa

DJIEKTPOHHAsI TOYTAa - 3TO TEXHOJIOTMS W MPEAOCTABISIEMBIE €10 YCIYTd IO
MEePEChUIKE U MOJYYCHUIO JIEKTPOHHBIX COOOIIEHUI, KOTOPBIE paclpeestoTcs B
KOMIIbIOTEpHOH ceTh. OOBIYHO AICKTPOHHBIM IOYTOBBIM SIIUK  BBITJISIAT
CJIEIYIONTUM 00pa3oM: UMs_TOJIb30BaTENA(@WUMS_JIoMeHa. Takxke Kpome mepenadn
MPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTh TIepeiaBaTh (hauJibl.

OCHOBHBIE COBETHI 110 OE30ITaCHOM pabOTe C JIIEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh mpaBWIbHBIN MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrpOMHBIN
BbIOOp OECIIaTHBIX TMOYTOBBIX CEPBUCOB, OJHAKO JIydlle IOBEPATH TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTUHTE;



2. He ykas3piBail B NUYHOM moure nUuHyl uHpopmaumioo. Hampumep, myurie
BbIOpaTh "My3bIKanbHbIN _(panat@" wium "pox2013" Bmecto "temal3";

3. Ucnonb3yll ABYXA3TAlIHYK) aBTOPH3ALMIO. JTO KOTJa MOMHUMO MHapoJisi HY>KHO
BBOJUTH KOJ, IPUChUIaEMbIi 0 SMS;

4. Be1Oepu CIIOKHBINA Maposib. J[JIs KaXKI0T0 MOYTOBOTO SIIUKA TOJDKEH OBITH CBOU
HAJIC)KHBIM, YCTOWYHBBIA K B3JIOMY I1ApPOJIb;

5. Eciim ecTh BO3MOXKHOCTh HAIlMCaTh CaMOMY CBOM JIMYHBIM BONPOC, UCIIOJIb3YH
3Ty BO3MOXHOCTb;

6. Mcronb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIid JIs1 4aCTHOM MEPETHUCKU C
aapecataMy, KOTOPBIM Tbl JOBEpsACHIb. JTO 3JIEKTPOHHBIM aapec HE HaJIo
UCITI0JI30BaTh IPHU PErUCTpPalliU Ha (hOpyMax U cailTax;

7. He oTkpbIiBail (aitibl U Apyrue BIOKEHUS B MUCbMaX, JaxXe €CIM OHU MPUIILTA
OT TBOUX Jipy3ei. Jlydliie yTouHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (Hhaiiiibl;

8. Ilocie okoHuUaHusl pabOTHI HA TOYTOBOM CEPBHCE MEPE]] 3aKPHITUEM BKJIAAKHU C
caiiToM He 3a0yJp HaXaTh Ha "BeiidTu".

Ku6epOyniimHr wiim BUPTyaibHOE U3/1€BaTEIbCTBO

KubepOyumHT - mpeciieoBaHre COOOIIEHUSIMH, COJEpKalUMH OCKOPOJICHHUS,
arpeccuio, 3alyruBaHue; XyJUTaHCTBO; COI[MaIbHOE OONKOTHUPOBAHKE C IIOMOIIILIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOESPOYITUHTOM:

1. He Gpocaiics B 6oii. JIyumuii crmoco0: MocoBeTOBaThCS KaK ce0s BECTH M, €CIIU
HET TOTO, K KOMY MOKHO OOPaTUTHLCS, TO BHAYAJIC YCITOKOUThCS. ECIM ThI HAYHEIIIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €Ille OOJIbIIE Pa30kKKEIIh
KOH(DITUKT;

2. Yupasnsii cBoel kubeppermyTaiuei;

3. AHOHUMHOCTb B ceTd MHUMas. CyIecTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOMT 32
AHOHMMHBIM aKKayHTOM;

4. He crouT BecTHM XYJIUTaHCKUWA o00pa3 BHUPTyaldbHOM >kKu3HU. HWHTEpHET
(buKcUpyeT Bce TBOM JEHUCTBHS W COXpAHSET UX. YJaIUTh UX OyIeT KpaiiHe
3aTPYyIHUTEIIBHO;

5. Cobnronait CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;



6. Urnopupyit equandHbli HeratuB. OQHOPA30BbIE OCKOPOUTETHHBIE COOOIICHUS
Jy41ie uirHopupoBaTh. OOBIYHO arpeccus MpeKpaaeTcs Ha HadaabHOW CTalnuu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHHMSIMH, B
COIIMATIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
OTIpEJICIICHHBIX a/IPECOB;

8. Ecnmu T1hl cBuperenb kuOepOyimuHra. TBou JeHCTBUS: BBICTYNUTH MPOTUB
npeciieloBaTeNs, MokKa3aTh €My, YTO €ro JCMCTBUS OLICHHBAIOTCS HETaTHUBHO,
NOJAJIEPXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbId TesedoH

CoBpemeHHbIe cMapTPOHBI M TUIAHIIETHI COAEpP)KAT B ceOe BIIOJTHE B3POCIIBIN
byHKIIMOHAN, W TENepb OHU MOTYT KOHKYPHUPOBAaTb CO CTAl[MOHAPHBIMHU
KoMmmbioTepamu. OTHAKO, CPEJICTB 3aIUTHI ISl MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Mano. TecTupoBaHME U TIOMCK YSI3BUMOCTEM B HHUX TMPOUCXOJUT HE Tak
MHTEHCUBHO, Kak 17151 [1K, To ke camoe kacaeTcst 1 MOOMJIbHBIX MPUITOKESHHM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NPAKTUYECKH JIOTHAIM HACTOJbHBIC
aHaJIOTH, OJIHAKO pacHMpeHue (yHKIMOHAJa BIIEYET 3a €000 OOJBIIYIO
CJIO’)KHOCTh U MEHBIITYIO 3aIUIIIEHHOCTb.

I[aJ'ICKO HC BCC TIIPOU3ZBOAUTCIIN BBIITYCKAIOT O6HOBJ’ICHI/I$I, 3aKpPbIBAOIIUEC
KPUTHUYCCKHC YA3BUMOCTHU JJII CBOHUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JIjIs1 O€30MTaCHOCTH MOOUIILHOTO TelieoHa:

Huuero He siBhsieTcs mo-HacTosIeMy OeciuiaTHbIM. Byslb OCTOpOKEH, Belb KOT/a
Te0e mpemyaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIATHBIE YCIIYTH;

Hywmaii, mpexxne uem ornpaButh SMS, ¢hoTo mwim Buaeo. Thl TOUHO 3HACIIb, TIIE
OHM OYJyT B KOHEUHOM UTOTE?

Heo0xoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapThOHa;
Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI TSI MOOMITEHBIX Telle(hOHOB;

He 3arpyxail npuiokeHHs OT HEW3BECTHOIO HWCTOYHMKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTpaMMHOE 00ECTICUCHHE;

[Tocne Toro Kaxk ThI BRIMICIIH C CalTa, T/Ie BBOJIWI JIMUYHYIO HH(OpMAITUIO, 3aii1H B
HACTPOIKHU Opay3epa u yaanu cookIes;



[leproguyeckn IpoBepsAl, Kakue IUIATHBIE YCIYIM AKTUBHPOBAHBI HA TBOEM
HOMEDE;

I[aBaﬁ CBOM HOMCD MOOHIJILHOT'O Tene<1)0Ha TOJIBKO JIIOJAM, KOTOPBIX ThI 3HACHIb U
KOMY HOBCPACIID,

Bluetooth momkeH ObITH BBIKIIOUEH, KOTAa Thl UM HE ToJb3yelibes. He 3a0biBait
WHOTI' /1A IPOBEPATH 3TO.

Online urpsi

COBpCMeHHBIC OHJIElfIH-HI‘pBI - OTO KPaCOYHBIC, 3aXBATbIBAIOIIHC PA3BJICUCHUA,
06T>€I[HHHIOIHI/I€ COTHH TBICAY YCJIOBCK IIO BCCMY MHDPY. I/IFpOKI/I HCCICAYIOT
,Z[aHHBIP'I UM MHD, O6IH&IOTCH APy € APYI'OM, BBIIIOJHAIOT 3adaHHA, CPAKAIOTCA C
MOHCTpaMH M 1IOJYy4YarOT OIIbIT. 3a YAOBOJBCTBHUC OHU IIATAT: IMOKYIIAKOT IUCK,
OIIJIAYMBAIOT A0OHEMEHT WJIN HpI/IO6p€TaI-OT KaKHUC-TO OIIIINH.

Bce aTu cpenctBa MayT Ha MOAJEPAKAHWE M PA3BUTUE WUIPhI, a TAKKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3arIaTKy JJIsl IPOTPaMM ), 3aKPBIBAIOTCA YS3BUMOCTH CEPBEPOB.

B mogoOHbIX Urpax CTOUT omacaTbCsi HE CTOJBKO CBOUX COINEPHUKOB, CKOJIBKO
Kpa)kH TBOETO IMapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIUU OOJIBIIIMHCTBA
Urp.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecau npyroifi urpok BefeT ceOs MIOX0 WM COo37aeT Tebe HEMpUSTHOCTH,
3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. Iloxanyiics aIMHUHUCTPATOpaM HUIpPbl Ha IJIOXO€ MOBEAEHUE 3TOTO HWIPOKA,
YKEJaTeIbHO MPUIOKUTh KaKHe-TO JI0Ka3aTesIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii muuHyro nHGOpMaInuio B mpodaiiyie urpsr;
4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBait HeopuimaabHble TaTYU U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxe BO BpeMsl UTPbl HE CTOUT OTKJII0YATh aHTUBHPYC. [1oka Tl urpaems, TBOU
KOMITBIOTEpP MOTYT 3apa3uTh.



OUINUHT WIH Kpaika JIMYHbIX JAaHHbIX

OOBIYHOM Kpakel JeHEer U JOKYMEHTOB CETOHS YK€ HUKOTO He yJAMBHIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJOTUM 3JI0YMBINIJIEHHUKY TIEPEMECTUIINCh B UHTEPHET,
U TIPOJIOJKAIOT 3aHUMAThCS " TFIOOUMBIM'" 1CJIOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHUYECTBA WM (DUIIHHT, TJIaBHAs
[eJib  KOTOPOTO  COCTOMT B  TOJYYEHUH  KOH(PHUICHIMAIBHBIX  JaHHBIX
HoJIb30BaTesel - JOrMHOB U maposeid. Ha anrnmiickom si3pike phishing unrtaercs
kak gumuHr (ot fishing - peiOHas n0Bms, password - mapoip).

OcHOBHBIE COBETHI IO 0OpHOE € (PUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI mojo3peBaelb, 4TO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKMpOBaTh €€ W COOOIIUTh aTMUHHUCTpATOpaM
pecypca 00 3TOM Kak MOKHO CKOpee;

2. Wcnonb3yit Oe3omnacHble BeO-CaliThl, B TOM YHCJIC, WHTEPHET-MAara3uHoB U
TIOUCKOBBIX CHUCTEM;

3. Vcnonb3y#t croskHbie U pa3Hble mapoiau. Takum oOpa3oM, eciau TeOsi B3JIOMAIOT,
TO 3JI0YMBIIIJIEHHUKH MOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPO(DUIIIO B CETH,
a He KO BCEM;

4. Ecnu Te0s B310OMalM, TO HEOOXOAUMO MPEAyNpeluTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE€ J100aBJIEHbI y T€OS B APY3bsX, O TOM, YTO T€Os B3JIOMaIU U, BOZMOXKHO,
OT TBOETO UMEHHU OYJIET pacchlIaThCsl ClIaM U CChUJIKM Ha (PUILMHTOBHIE CANUTHI,

5. YcranoBu HagexHbli napodb (PIN) Ha MOOMIBHBIN Tene( OH;
6. OTKIIIOUM COXpaHEHUe MapoJisi B Opaysepe;

7. He oTkpbIBaii (haiiabel U APyTrUe BIOKEHUS B MUChMaX, AK€ €CJIM OHU MPUIILIH
OT TBOUX Jipy3ei. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

Mudposas penyrauust

[udposas penyrtanus - 3TO HEraTUBHAs WJIM MO3UTUBHAS MH(OpPMAILMSI B CETU O
tebe. Kommpomerupytomas uHdopmanus, pa3MelieHHas B HHTEPHETE, MOXKET
CepbEe3HbIM 00pa30M OTpa3UThC Ha TBOEH peanbHOM xu3HU. "Lludposas
penytanus" - 3T0 TBOW UMUK, KOTOPBIA PopMupyercs u3 undopmanuu o tede B
WUHTEPHETE.

TBOe MeCTO KHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE IMOJOKEHHE, OCOOCHHOCTHU
XapaKTepa U paccKasbl 0 OJU3KUX - BCE 3TO HAKAILJIMBACTCS B CETH.



MHorue mOAPOCTKH JIETKOMBICICHHO OTHOCATCA K MyOJUKAalUKd JIWYHON
uHpopmanuu B VHTepHETe, HE TOHMMAasi BO3MOXHBIX nocieacTBuil. Thl naxe He
CMOXeEIIIb JI0TaAaThCsi O TOM, uTo (hoTorpadus, pasMenieHHas 5 JeT Hazaj, cTaja
NPUYUHON OTKAa3a MPUHATH T€0S Ha paloTy.

KomMmenTapuu, pa3menienne TBoux ¢oTtorpaduili u apyrue OEHCTBUS MOTYT HE
VCYE3HYTh JAXKE IMOCJIE TOrO, KaK Thl UX YJAIHIIb. Thl HE 3HACIIb, KTO COXPaHUJI
3Ty uHGOpPMAIIUIO, TIOTaja JIM OHA B TOMCKOBBIE CUCTEMBI M COXpaHWIIACh JIM OHA, a
[JIABHOE: YTO MOAYMAIOT O TeO€ OKPYKAIOIIUE JIFOAN, KOTOPhIE HAMAYT U YBUIAT
3T0. Haiitn uHOpM™MaIo MHOTO JIET CIYyCTS CMOXET JI000H - Kak M3 J0OpbIX
noOyXJeHU, TaK U C HAMEPEHUEM MPUYMHUTH Bpel. OTO MOXKET OBITh KTO
YTOIHO.

OcHoBHBIE COBeTHI M0 3aIUTEe NN(POBOM pPemyTALMH:

1. Iloxymaii, mpexae 4eM 4To-TO MyOJIMKOBATh U IIepeaBath y ce0s B 0JIore WiK B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npo@uiis yCTaHOBU OTPaHUUYEHUSI Ha IPOCMOTP TBOETO MpOodus
Y €ro COJAEPKUMOTO, CAETIal ero TOIbKO "uist npy3en’;

3. He pasmemaii u He yka3bpiBail MH(OpPMAIMIO, KOTOpash MOXET KOro-audo
OCKOPOJIATH UK OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE IIKOJBHUKH - aKTHBHBIE T0JIb30BaTENN IIU(PPOBOrO MPOCTPAHCTBA.
Opnnako 1ajeko HE BCE 3HAKOT, YTO IIOJb30BaHWE MHOTMMH BO3MOXKHOCTSIMU
nmudpoBoro mupa TpeOyeT COOMIOMCHHMS TIpaB Ha  HMHTCIUICKTYaJIbHYIO
COOCTBEHHOCT.

TepmuH "UHTENIEKTyalIbHAsi COOCTBEHHOCTh" OTHOCUTCS K Pa3IUYHBIM TBOPEHUSIM
YEJIOBEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETEHHM M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBas KHUTaMH, GoTtorpadusmu,
KMHO(DHUIBMAMH U MY3bIKQJIbHBIMU MTPOU3BECHUSIMHU.

ABTOpCKHME TMpaBa - 3TO I[IpaBa Ha HWHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPHl U UCKyCcCTBA. ABTOPCKHE MpPaBa BBHICTYIAIOT B
KaueCTBE TapaHTHUH TOTO, YTO HHTEJUIEKTYaJIbHBIN/TBOPUECKHI TpyJl aBTOpa HE
OyIeT HampacHbIM, JAacT €My CIpaBeAJIUBble BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TpyAa, MOJYYHTh W3BECTHOCTh M Tpu3HaHue. Hukro 6e3
pa3pelieHuss aBTOpa HE  MOXKET BOCIHPOM3BOJWTH €r0  IPOU3BEICHHUE,
pacnpocTpaHsiTh, MyOJUYHO JI€MOHCTPUPOBATH, MPOAABaTh, HMIOPTUPOBATH,



NycKaTh B MPOKAaT, MyOJIMYHO HCIONHSATH, MOKA3bIBATH/UCHIOIHATh B dQUpE WU
pasmemats B MHTEpHETE.

Hcnonb3zoBanue "mupaTckoro" mporpaMMHOro oOecreyeHusi MOXKET MPUBECTU K
MHOTUM PHCKaM: OT NMOTEPH JaHHBIX K TBOUM aKKayHTaM J0 OJIOKHPOBKH TBOETO
YCTPOMCTBA, T[J€ YCTAaHOBJIIEHA HelerajabHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYILIECTBYIOT JErajbHble M O€CIUIaTHbIE MPOTrpPamMMbl, KOTOpbIE
MOYHO HaliTH B CETH.

O noprane

CereBU4oK.p() - TBOW IJIaBHBII COBETYMK B CETH. 31€Ch Thl MOXKEIb y3HaTh O
0€30MacCHOCTH B CETH TMOHSATHBIM U JIOCTYIHBIM S3BIKOM, a NPU BO3HUKHOBEHHU
KPUTHUYECKON CUTyallUd OOpAaTUTHCSA 3a COBETOM. A TaKKe MNPUHATH y4acTHE B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM I'PakIaHUHOM !



